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Issues Detail

A Issues Total

TOTAL ISSUES

16

UNIQUE VULNS

7

Breakdown by Severity

& CRITICAL

3

MEDIUM

0

HIGH

13

& Low

Report Generated

01/26/23 by ezra.tanzer@snyk.io

= Filters Applied

Issue severity

Exploit Maturity

Critical, High

Mature

Issue Status

Open

snyk.io


https://snyk.io/
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(=]

[@)

(=]

=]

(=]

=]

[@)

(=]

(=]

(=]

(=]

(=]

(=]

=]

SCORE ¢

929

919

741

741

741

741

714

571

571

571

571

546

546

546

546

ISSUE <

Vulnerability
Remote Code Execution (RCE)

Vulnerability
Remote Code Execution

Vulnerability
Uninitialized Memory Exposure

Vulnerability
Uninitialized Memory Exposure

Vulnerability
Uninitialized Memory Exposure

Vulnerability
Uninitialized Memory Exposure

Vulnerability
Improper Input Validation

Vulnerability
Arbitrary Code Injection

Vulnerability
Arbitrary Code Injection

Vulnerability
Arbitrary Code Injection

Vulnerability
Arbitrary Code Injection

Vulnerability
Remote Code Execution (RCE)

Vulnerability
Denial of Service (DoS)

Vulnerability
Denial of Service (DoS)

Vulnerability

CVE <

CVE-2021-44228

CVE-2022-22965

CVE-2021-44228

CVE-2021-27928

CVE-2021-27928

CVE-2021-27928

CVE-2021-27928

CVE-2018-10054

CVE-2022-24434

CVE-2022-24434

CVE-2022-24434

CWE ¢

CWE-94

CWE-94

CWE-201

CWE-201

CWE-201

CWE-201

CWE-20 CWE-400 CWE-502

CWE-78

CWE-78

CWE-78

CWE-78

CWE-94

CWE-400

CWE-400

CWE-400

PROJECT =

snykez/snyk-juice-shop:latest:/usr/sha

re/java

papicella/snyk-boot-web:pom.xml

juice-shop

eftanzer/juice-shop:package.json

juice-shop

snykez/snyk-juice-shop:latest:/juice-sh

op/package.json

snykez/snyk-juice-shop:latest

snykez/snyk-juice-shop:latest

snykez/snyk-juice-shop:latest

snykez/snyk-juice-shop:latest

snykez/snyk-juice-shop:latest

papicella/snyk-boot-web:pom.xml

eftanzer/juice-shop:package.json

juice-shop

snvkez/snvk-iuice-shop:latest:/iuice-sh

EXPLOIT MATURITY <

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

Mature

AUTO FIXABLE =<

@ Upgrade

®@ Upgrade

@ Upgrade

®@ Upgrade

@ Upgrade

@ Upgrade

No

No

No

No

No

No

No

No

No

INTRODUCED <

Apr 19, 2022

Aug 25, 2022

May 5, 2022

Apr 12, 2022

May 5, 2022

Apr 19, 2022

Apr 19, 2022

Apr 19, 2022

Apr 19, 2022

Apr 19, 2022

Apr 19, 2022

Aug 25, 2022

May 20, 2022

May 20, 2022

Mav 20. 2022

SNYK PRODUCT =<

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snvk Open Source

PROJECT TAGS <

Application: Alpha

Division: Ops, Owner: eftanzer, Group:
topcoat

Division: Ops

Application: Pl

Group: Insights, Application: Omega,
Division: Platform

Group: Insights, Application: Omega,
Division: Platform

Group: Insights, Application: Omega,
Division: Platform

Group: Insights, Application: Omega,
Division: Platform

Group: Insights, Application: Omega,
Division: Platform

Application: Alpha

Division: Ops, Owner: eftanzer, Group:
topcoat

Division: Ops

Aoplication: PlII


https://app.snyk.io/org/financial-apps-ezra/project/6a4b3d81-aa81-4e62-b220-88bec268790e#issue-SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720
https://www.cve.org/CVERecord?id=CVE-2021-44228
https://cwe.mitre.org/data/definitions/94
https://app.snyk.io/org/financial-apps-ezra/project/6a4b3d81-aa81-4e62-b220-88bec268790e
https://app.snyk.io/org/financial-apps-ezra/project/d181b10b-345e-428a-bed2-e0ff10de8a9e#issue-SNYK-JAVA-ORGSPRINGFRAMEWORK-2436751
https://www.cve.org/CVERecord?id=CVE-2022-22965
https://cwe.mitre.org/data/definitions/94
https://app.snyk.io/org/financial-apps-ezra/project/d181b10b-345e-428a-bed2-e0ff10de8a9e
https://app.snyk.io/org/financial-apps-ezra/project/8d38af9d-97e1-485f-8cb5-63e304ee1fa8#issue-npm:base64url:20180511
https://cwe.mitre.org/data/definitions/201
https://app.snyk.io/org/financial-apps-ezra/project/8d38af9d-97e1-485f-8cb5-63e304ee1fa8
https://app.snyk.io/org/financial-apps-ezra/project/f8392f79-1f80-43cc-8590-d174e743d9b7#issue-npm:base64url:20180511
https://cwe.mitre.org/data/definitions/201
https://app.snyk.io/org/financial-apps-ezra/project/f8392f79-1f80-43cc-8590-d174e743d9b7
https://app.snyk.io/org/financial-apps-ezra/project/78370a97-3086-4576-8adc-6bfff5d212ca#issue-npm:base64url:20180511
https://cwe.mitre.org/data/definitions/201
https://app.snyk.io/org/financial-apps-ezra/project/78370a97-3086-4576-8adc-6bfff5d212ca
https://app.snyk.io/org/financial-apps-ezra/project/620c7717-d618-4dc3-b197-a4c108ea58f7#issue-npm:base64url:20180511
https://cwe.mitre.org/data/definitions/201
https://app.snyk.io/org/financial-apps-ezra/project/620c7717-d618-4dc3-b197-a4c108ea58f7
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14#issue-SNYK-DEBIAN10-APACHELOG4J2-2314898
https://www.cve.org/CVERecord?id=CVE-2021-44228
https://cwe.mitre.org/data/definitions/20
https://cwe.mitre.org/data/definitions/400
https://cwe.mitre.org/data/definitions/502
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14#issue-SNYK-DEBIAN10-MARIADB103-1087462
https://www.cve.org/CVERecord?id=CVE-2021-27928
https://cwe.mitre.org/data/definitions/78
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14#issue-SNYK-DEBIAN10-MARIADB103-1087462
https://www.cve.org/CVERecord?id=CVE-2021-27928
https://cwe.mitre.org/data/definitions/78
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14#issue-SNYK-DEBIAN10-MARIADB103-1087462
https://www.cve.org/CVERecord?id=CVE-2021-27928
https://cwe.mitre.org/data/definitions/78
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14#issue-SNYK-DEBIAN10-MARIADB103-1087462
https://www.cve.org/CVERecord?id=CVE-2021-27928
https://cwe.mitre.org/data/definitions/78
https://app.snyk.io/org/financial-apps-ezra/project/3917d924-0f62-4b5e-bcec-d96674234f14
https://app.snyk.io/org/financial-apps-ezra/project/d181b10b-345e-428a-bed2-e0ff10de8a9e#issue-SNYK-JAVA-COMH2DATABASE-31685
https://www.cve.org/CVERecord?id=CVE-2018-10054
https://cwe.mitre.org/data/definitions/94
https://app.snyk.io/org/financial-apps-ezra/project/d181b10b-345e-428a-bed2-e0ff10de8a9e
https://app.snyk.io/org/financial-apps-ezra/project/f8392f79-1f80-43cc-8590-d174e743d9b7#issue-SNYK-JS-DICER-2311764
https://www.cve.org/CVERecord?id=CVE-2022-24434
https://cwe.mitre.org/data/definitions/400
https://app.snyk.io/org/financial-apps-ezra/project/f8392f79-1f80-43cc-8590-d174e743d9b7
https://app.snyk.io/org/financial-apps-ezra/project/78370a97-3086-4576-8adc-6bfff5d212ca#issue-SNYK-JS-DICER-2311764
https://www.cve.org/CVERecord?id=CVE-2022-24434
https://cwe.mitre.org/data/definitions/400
https://app.snyk.io/org/financial-apps-ezra/project/78370a97-3086-4576-8adc-6bfff5d212ca
https://www.cve.org/CVERecord?id=CVE-2022-24434
https://cwe.mitre.org/data/definitions/400
https://app.snyk.io/org/financial-apps-ezra/project/620c7717-d618-4dc3-b197-a4c108ea58f7

- Denial of Service (DoS) ’ ’ - o ;)p;pz;ckégle.j;)r; Cow e - L

546 Vulnerability CVE-2022-24434 CWE-400 juice-shop Mature No May 20, 2022 Snyk Open Source
Denial of Service (DoS)


https://app.snyk.io/org/financial-apps-ezra/project/620c7717-d618-4dc3-b197-a4c108ea58f7#issue-SNYK-JS-DICER-2311764
https://www.cve.org/CVERecord?id=CVE-2022-24434
https://cwe.mitre.org/data/definitions/400
https://app.snyk.io/org/financial-apps-ezra/project/620c7717-d618-4dc3-b197-a4c108ea58f7
https://app.snyk.io/org/financial-apps-ezra/project/8d38af9d-97e1-485f-8cb5-63e304ee1fa8#issue-SNYK-JS-DICER-2311764
https://www.cve.org/CVERecord?id=CVE-2022-24434
https://cwe.mitre.org/data/definitions/400
https://app.snyk.io/org/financial-apps-ezra/project/8d38af9d-97e1-485f-8cb5-63e304ee1fa8

